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Chapter 1: Introduction

This manual coversthe installation and operation of Level One's WAB-1000 Outdoor
Access Point. The WAB-1000 is a ruggedized access point/ bridge, which isintended for usein
industrial and external environments. It accommodates both 802.11b WLAN and 802.11g
WLAN access and uses Power over Ethernet (POE) access to the Ethernet WAN to eliminate the
need for internal access point power supply units (AC-DC converters) and 110-220V cabling
installations. The wireless LANSs can include mobile devices such as handheld Personal Data
Assistants (PDAS), mobile web pads, and wireless laptops. The WAB-1000 employs state-of-the-
art AES or 3DES encryption for bridging. If encryption is desired in the access point mode,
either static WEP or WPA (using TKIP or AES-CCMP) can be employed. Thisalowsyouto
employ legacy client WEP cards and still secure the wireless band.

The WAB-1000 incorporates |EEE 802.3af (Power over Ethernet) and the capability for the
highest security functionality (AES) as well as long-range RF capability.

The WAB-1000 includes the following cryptographic modules:. static WEP, or WPA using
TKIP or AES-CCMP in AP mode, and AES-ECB or 3DES for wireless encryption for the
bridging mode; and HTTPS/TLS, for secure web communication. The WAB-1000 contains three
cryptographic modules and ports. Ethernet WAN interface for communication to the wired LAN
backbone; Ethernet LAN local port for purposes of initial setup and configuration; two wireless
LAN antennas for communicating on the 802.11b/g frequency; and capability for use of an
external (remote) antenna (supplied separately) also for use on the 802.11b/g frequency. The
802.11b or 802.11g frequency is suitable for use when configuring the unit to be used as a bridge.

The WAB-1000 is wall-mountable.

Notice: In this manual, “WAB-1000" refersto both WAB-1000A and WAB-1000H.
Theonly difference between WAB-1000A and WAB-1000H isthat WAB-1000H

equipped with an extra temperature controller. The operable temperature
range of WAB-1000H will be-30 ~+70

Basic Features

The WAB-1000 is housed in a sturdy case, which is not meant to be opened except by an
authorized technician for maintenance or repair. The unit should work without fail. If you wish



to reset to factory settings, use the reset function available through the web-screen management

module, or keep pressing the reset button located at the bottom of the device for 5 seconds.

It has the following features:

Ethernet uplink WAN port

Loca Ethernet LAN port (for configuration only)

Wireless (802.11b/g) interface

Power over Ethernet (PoE)

Above average operating temperature range for extreme environments
TKIP, AES-CCMP or WEP encryption (for AP mode); AES-ECB or 3DES (for bridging)
HTTPS/TLS secure Web

DHCP client

Access Point/Bridging/Repeater Mode

Adjustable Radio Power

MAC address filtering

Load Balancing

Rogue AP Detection

The following cryptographic modules have been implemented in the WAB-1000.

TKIP/AES-CCMP

AES-ECB for wireless (128/192/256 bit)
3DES for wireless (192 bit)

WEP

MAC-based authentication

Rogue AP detection

Wireless Basics

Wireless networking uses electromagnetic radio frequency waves to transmit and receive

data. Communication occurs by establishing radio links between the wireless access point and

devices configured to be part of the WLAN.

The WAB-1000 incorporates the 802.11b/g standard and the most state of the art encryption
for avery powerful and secure wireless environment.



802.11b

The |EEE 802.11b standard, developed by the Wireless Ethernet Compatibility Alliance
WECA) and ratified by |EEE, establishes a stable standard for compatibility. A user with an
802.11b product can use any brand of access point with any other brand of client hardware that is
built to the 802.11b standard for basic interconnection. 802.11b devices provide 11 Mbps
transmission in the 2.4 GHz band.

For wireless devices to communicate with the WAB-1000, they must meet the following
conditions:

* Thewireless device and wireless access point must have been configured to recognize
each other using the SSID (a unique ID assigned in setup so that the wireless deviceis
seen to be part of the network by the WAB-1000);

«  Encryption, authentication capabilities and types enabled must conform.

* If MACHiltering is used; the WAB-1000 must be configured to allow the wireless
device’s MAC address to associate (communicate) with the WAB-1000 wireless
interface.

802.11g

Because 802.11g is backwards-compatible with 802.11b, it is a popular component in LAN
construction. 802.11g broadens 802.11b' s data rates to 54 Mbps within the 2.4 GHz band using
OFDM (orthogonal frequency division multiplexing) technology.

Network Configuration
The WAB-1000 is an access point with bridging setup capability:

* Access point
»  Wireless bridging with choice of:

. Point-to-point setup
. Point-to-multipoint setup
. Repeater setup

Bridging actually has more choices, but the above choices are popular and are discussed
later in this user guide (Chapter 4).

Access point configurations

IP addresses for wireless devices are typically assigned by the wired network’s DHCP
server. Thewired LAN’'s DHCP server assigns addresses dynamically, and the AP virtualy
connects wireless users to the host wired network. All wireless devices connected to the AP are



configured on the same subnetwork as the wired network interface and can be accessed by
devices on the wired network.

Possible AP Topologies

1. Anaccess point can be used as a single AP without any connection to awired network. In
this configuration, it simply provides a stand-alone wireless network for a group of
wireless devices.

w2

2. The WAB-1000 can be used as one of a number of APs connected to an existing Ethernet
network to bridge between the wired and wireless environments. Each AP can operate

independently of the other APs on the LAN. Multiple APs can coexist as separate
individual networks at the same site without interference if each AP is set with adifferent
network ID (SSID).

To Ethemet
S5ID #1 SSID Wl é

3. Thelast and most prevalent use is multiple APs connected to a wired network and

ﬁ

g8

operating off that network’s DHCP server which can provide awider coverage area for
wireless devices, enabling the devicesto “roam” freely about the entire site. Thisisthe
topology of choice today.



Wired LAN

Bridging

A wireless bridge is an access point configured to allow wireless communication from
access point to access point. The wireless bridging function in the WAB-1000 allows use as a
wireless bridge, in a number of alternate configurations, including the following popular
configurations:

e Point-to-point bridging of 2 Ethernet Links;
e Point-to-multipoint bridging of several Ethernet links;
e Repeater mode (wireless client to wireless bridge.)

Because the WAB-1000 is equipped with two separate internal access point boards, it can
operate as both a bridge and an access point with no loss of efficiency.

Data Encryption and Security

The WAB-1000 Wireless Access Point includes advanced wireless security features. Over
the AP band, you have a choice of no security, Static WEP, or WPA. Some level of security is
suggested. Static WEP gives you a choice of 64-bit, 128-bit or 152-bit encryption. WPA includes
the option of using a WPA pre-shared key or, for the enterprise that has a Radius Server installed,
configuration to use the Radius Server for key management with either TKIP or AES-CCMP.
Bridging encryption is established between WAB-1000's and includes use of AES-ECB or 3DES
encryption (approved by the National Institute of Standards and Technology (NIST) for U.S.
Government and DoD agencies). (Asaside note, NIST is currently reviewing the AES-CCMP
adopted by the WiFi Alliance and is expected to eventually ratify that standard for U.S.
Government use.)

A more detailed discussion of the WAB-1000 security features is covered in the following
paragraphs.



SSID

The Service Set ID (SSID) is a string used to define a common roaming domain among
multiple wireless access points. Different SSIDs on access points can enable overlapping
wireless networks. The SSID can act as a basic password without which the client cannot
connect to the network. However, thisis easily overridden by allowing the wireless AP to
broadcast the SSID, which means any client can associate with the AP. SSID broadcasting can
be disabled in the WAB-1000 setup menus if you are configuring to use WEP encryption.

WEP

WEP is an older encryption standard but is preferable to no encryption. The WAB-1000 is
capable of configuring for WEP 64-bit encryption, 128-bit encryption, or 152-bit encryption.
Authentication type can be set for Open System, Shared Key, or a combination Open/Shared. If
the WAB-1000 is configured with WEP encryption, it is compatible with any 802.11b/g PC card
configured for WEP.

WPA with TKIP/ AES-CCMP

WPA, an interim standard developed by the WiFi Alliance, combines several technologies
that address known 802.11x security vulnerabilities. It provides an affordable, scalable solution
for protecting existing corporate WLANs without the additional expense of VPN/firewall
technology. It includes the use of the 802.1x standard and the Extensible Authentication Protocol
(EAP). In addition, it uses, for encryption, the Temporal Key Integrity Protocol (TKIP) and WEP
128-hit encryption keys. Finally, a message integrity check (MIC) is used to prevent an attacker
from capturing and altering or forging data packets. In addition, it can employ aform of AES
caled AES-CCMP. The WAB-1000 allows the user to configure encryption type to allow either
TKIP clients, AES-CCMP clients, or amix of both.

WPA is asubset of the draft 802.11i standard and is expected to maintain forward
compatibility.

AES-ECB and 3DES for Bridging

The Advanced Encryption Standard (AES) was selected by NIST in October 2000 as an
upgrade from the previous DES standard. The subset that has currently been approved is AES-
ECB. The WAB-1000 uses AES-ECB (or 3DES) over the Bridging channel. AES uses a 128-bit
block cipher agorithm and encryption technique for protecting computerized information. It has
the ability to use even larger 192-bit and 256-bit keys, if desired.



3DES is modeled on the older DES standard but encrypts data three times over. 3DES uses
more CPU resources than AES because of the triple encryption.

MAC Address Authentication

The MAC address, short for Media Access Control address, is a hardware address that
uniquely identifies each node of a network. In |EEE 802 networks, the Data Link Control (DLC)
layer of the OS| Reference Model is divided into two sub-layers: the Logical Link Control (LLC)
layer and the Media Access Control (MAC) layer. The MAC layer interfaces directly with the
network media. Consequently, each type of network media requires a unique MAC address.

Authentication is the process of proving aclient identity. The WAB-1000 access points, if
set up to use MAC address filtering, detect an attempt to connect by a client and compare the
client’s MAC address to those on a predefined MAC address filter list. Only client addresses
found on the list are allowed to associate. MAC addresses are assigned and registered to each of
the wireless cards used by the portable computing devices during initial setup and after physical
installation of the access points.

DHCP Server

The DHCP function is accessible only from the local LAN port to be used for initial
configuration only.

Operator Authentication and Management

Authentication mechanisms are used to authenticate an operator accessing the device and to
verify that the operator is authorized to assume the requested role and perform services within
that role.

Access to the management screens for the WAB-1000 requires knowledge of the assigned
operator 1D and password. The Factory defaults (case-sensitive) are:

 |D: crypto

e Password: officer

The Security Officer initialy installs and configures the WAB-1000 after which the
password should be changed from the default password. The ID and password are always case
sensitive.



Management
After initial setup, maintenance of the system and programming of security functions are
performed by personnel trained in the procedure using the embedded web-based management

Screens.

The next chapter covers the basic procedure for setting up the hardware.



Chapter 2: Hardware installation

Preparation for use

The Level One WAB-1000 Outdoor Access Point requires physical mounting and
installation on the site, following a prescribed placement design to ensure optimum operation and
roaming. The determination and planning of the wireless network solution should have been
determined by awireless LAN site survey team prior to purchase. Thisis not part of the scope of
this user’s guide.

The WAB-1000 operates with Power over Ethernet (PoE) which requires the installation of
a separate power injector which “injects’ DC current into the Cat5 cable.

The WAB-1000 package includes the following items:

*  The WAB-1000 Outdoor Access Point

e 2 attachable antennas for communicating on the 802.11b/g ports
e 115 Meter Ethernet cable

e 1 power injector

¢ 1 mounting kit for unit

e 1 Ground wire

e Documentation as PDF files (on CD-ROM)

¢ Registration card

Warranty card

If you will be installing outdoors, you may need to purchase an outdoor antenna. The
802.11b/g antenna port (shown in picture of the plugs, page 11) is used when configuring the
unit to be used as a bridge. The port uses an externa directional antenna or omni-directional
antenna (purchased separately).

The WAB-1000 can be mounted outdoors on a high post to achieve the best bridge resullt. It
has a lightning protection option (requires separate purchase) to prevent lightning damage.

.l. Installation should be accomplished using the authorized cables and/or connectors provided
with the device or available from the manufacturer/distributor for use with this device. Changes
or modifications not expressly approved by the manufacturer or party responsible for this FCC
compliance could void the user’ s authority to operate the equipment.



Installation Instructions

The WAB-1000 intended to be installed as part of a complete wireless design solution.

This manual deals only and specifically with the single WAB-1000 device as a unit. The
purpose of this chapter is the description of the device and its identifiable parts so that the user is
sufficiently familiar to interact with the physical unit. Preliminary setup information provided
below isintended for information and instruction of the wireless LAN system administration
personnel.

It isintended, and is the philosophy of the manufacturer, that the user not be required to
open the individua unit. Any maintenance required is limited to the external enclosure surface,
cable connections and to the management software (as described in Chapter three and four) only.
A failed unit should be returned to the manufacturer for maintenance. Sites requiring emergency
backup should maintain extra units of the device to interchange in case of failure.

Minimum system and component requirements

The WAB-1000 is designed to be attached to the wall at appropriate locations. To complete
the configuration, you should have at least the following components:

e PCswith one of the following operating systems installed: Windows NT 4.0, Windows
2000 or Windows XP;

« A compatible 802.11b/g PC Card or 802.11b/g device for each computer that you wish to
wirelessly connect to your wireless network;

» Accessto at least one laptop or PC with an Ethernet card and cable that can be used to
complete the initial configuration of the unit;

* A Web browser program (such as Microsoft Internet Explorer 5.5 or later, or Netscape
6.2 or later) installed on the PC or laptop you will be using to configure the Access Paint;
and

e TCP/IP Protocol (usualy comesinstalled on any Windows PC.)

Ensure the cabling is correctly installed

The WAB-1000 iswell protected in a metal enclosure which is generally bolted to a surface.
The device should not be opened.

The following illustration shows the external cable connectors on the WAB-1000.

10



The WAN port is used to connect the WAB-1000 to the organization’s LAN. The Ethernet
cableisrun from the WAB-1000 WAN port to the power injector which is then connected to a
power source and the wired LAN. A second (LAN Port) Ethernet connector is designed for use
during initial configuration only. This uses an RM5 cable to connect the WAB-1000 to a laptop.
The reset button is for set the WAB-1000 to the factory default. Pleasekeep pressing the button
and hold for 5seconds, after WAB-1000 restart successfully, the resetting is completed.

The following diagram demonstrates the setup.

" T
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Sealing Antenna Connections

Once al antennas have been installed, the connection should be sealed to protect them in an
exterior harsh environment using a self amalgamating polyisobutylene tape which, over a period
of hours, adheres to itself and forms a single amalgamated rubber molding conforming to the
shape of theitem it is covering. Be sure that it is completely dry when applied. If you need to
uninstall it after it has sealed for 30 minutes or more, cut it away with a sharp knife. Once the
tapeisin place for several hours, it forms a shaped rubber molding that is resistant to water and
most solvents. It remains stable over awide temperature range and degrades very slowly (over

several years) in sunlight.

The Indicator Lights
The top panel of the WAB-1000 contains a set of indicator lights (Light Emitting Diodes or
LEDs) that help describe the state of various networking and connection operations.

Table: Description of LED activity

LED Description

Power The Power indicator LED informs you when the gateway is on or off. If thislight is on, the gateway
ison; if it isnot on, the gateway is off.

WAN Thislight indicates the state of your connection to the organization's Ethernet LAN network. When

on, the WAN light indicates that the gateway is connected to the network. When the WAN light is
off, the gateway does not have an active connection to the network.

WLAN 1 Thislight may be steady or blinking and indicates that information is passing through the connection

Activity This LED related to Wireless AP function operating.

WLAN 2 Thislight may be steady or blinking and indicates that information is passing through the connection.

Activity This LED related to Wireless Bridge function operating.

WLAN The strength LED indicator shows the signal strength of detected remote AP on the bridge side:

Signal 1. LED off: means remote AP is not detected on the bridge side, or the signal is very weak.

Strength 2. LED blinks slowly (every 1 second): means the remote AP is detected, and the signal quality is
poor.

3. LED blinks fast: means the remote AP is detected, and the signal quality is good.
4. LED steady on: means the remote AP is detected, and the signal quality is excellent.

12




Chapter 3: Configure the WAB-1000 for use as an

access point

Introduction

The WAB-1000 Gateway comes with the capability to be configured as an access point. It
can be further configured for Bridging. Thisis discussed in Chapter 4.

Configured as an access point, it allows one LAN to freely exchange data with another LAN
without restriction. In the case of the WAB-1000, it allows the configuration of aWLAN and
wireless connection to the LAN. The existing wired LAN is extended by adding the WAB-1000
and thus alowing free roaming and data exchange between the existing LAN and the wireless
LAN.

Preliminary configuration steps

For preliminary installation, the WAB-1000 network administrator may need the following
information:

e IPaddress—alist of IP addresses available on the organization's LAN that are available
to be used for assignment to the AP(s)

e Subnet mask for the LAN

e Default IP address of the WAB-1000

 DNSIPaddress

e SSID —an ID number/letter string that you want to use in the configuration process to
identify all members of the wirelessLAN

* TheMAC addresses of all the wireless cards that will be used to access the WAB-1000
network of access points (if MAC address filtering is to be enabled)

*  The appropriate encryption key

13



Initial setup using the “Local” port

Plug one end of an RJ-45 Ethernet cable to the LAN port of the WAB-1000 (see page 11)
and the other end to an Ethernet port on your laptop. This LAN port in the WAB-1000 connects
you to the device' sinternal DHCP server, which will dynamically assign an 1P address to your
laptop so you can access the device for reconfiguration. In order to connect properly to the
WAB-1000 on the LAN port, the TCP/IP parameters on your laptop must be set to “obtain IP
address automatically.” (If you are unfamiliar with this procedure, use the following instructions
for determining or changing your TCP/IP settings.)

In Windows 98SE/Me click Start > Settings - Control Panel. Find and double
click the Network icon. In the Network window, highlight the TCP/IP protocol for your
LAN and click the Properties button. Make sure that the radio button for Obtain an IP
address automatically is checked.

In Windows 2000/X P, follow the path Start > Settings > Network and Dialup
Connections - Local Area Connection and select the Properties button. In the Properties
window, highlight the TCP/IP protocol and click properties. Make sure that the radio
button for Obtain an | P address automatically is checked.

Once the DHCP server has recognized your |aptop and has assigned a dynamic | P address,
you will need to find that |P address. Again, the procedureis similar for Windows 98SE/Me
machines and dightly different for Windows 2000/X P machines.

In Windows 98SE/Me, click Start, then Run and type winipcfg in the run instruction
box. Then click OK. Y ou will see the IP address of your laptop in the resulting window,
along with the “default gateway” |P address. Verify that the |P address shown is
192.168.15.x

In Windows 2000/X P, click Start, then Run and type cmd in the run instruction box.
Then click OK. Thiswill bring up awindow. In this window, type ipconfig /all [more.
Thiswill list information assigned to your laptop, including the | P address assigned.
Verify that the | P address shown is 192.168.15.x

On your computer, pull up abrowser window and put the default URL for the WAB-1000
Local LAN inthe address line. (https://192.168.15.1)

A NOTE: be sure that you use the https prefix, not http.

14



NOTE: You will be asked for your user name and password. The default is"crypto" with
the password "officer” to give full access for setup configuration. (This password is case-

sensitive.)
i
Winehtsa AF + Brdgo-\semsan 1.0
User rane [¥] j
Parmerd: I

System Configuration

General

You will immediately be directed to the System Configuration—General page for the
WAB-1000 access point.

This screen lists the firmware version number for your WAB-1000 and alows you to set the
Host Name and Domain Name as well as establish system date and time. (Host and Domain
Names are both set at the factory for “default” but can optionally be assigned a unique name for
each.) When you are satisfied with your changes, click Apply.

15
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Go next to the System Configuration—WAN page.

WAN

Click the entry on the left hand navigation panel for System Configuration-WAN. This
directs you to the System Configuration — WAN page.
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If not using DHCP to get an | P address, input the information that the access point requires
in order to allow the wireless devices it controls access to the wired LAN. Thiswill be the IP

address, Subnet Mask, Default Gateway, and, where needed, DNS 1 and 2.

Click Apply to accept changes.

LAN

This sets up the default numbers for the four octets for a possible private LAN function for
the access point. It also alows changing the default numbers for the LAN Subnet Mask. The
Local LAN port provides local access for configuration. It is not advisable to change the private

LAN address while doing the initial setup as you are connected to that LAN.

17




3 WAz 1200 Confiquration - Microsot Intemiet Explersr =10] x|

Fie FBdt ‘dew Fevorles Togl Help

(3 Back: = = B | fcidrem |.-a_'| hiips: (29 . 168, M2 135opHn fsqabsway Pl =l j ﬂ o
| . Wireless AP+Bridge -
Operation Made Wreess AP Endge Nade
ﬁ Usemame erypba
Rl Crypha Oficar
aones Hiesk Blama default {132 168 202 125)

System Configuration -> LAN
Bl DE i L Deshipr 8o
T ]

P Arireas [ﬂ..:' |'|l.-i.' I'l.' ||

Buibwai Mgk FEE = =

Coac ) J-I'-l'-'.'l
WA Spgresy FReng
] Dere B g e

LAH
Virslazr Conliguraiion
Jeresa

Wireless Setup

General

Wireless Setup allows your computer’s PC card to talk to the access point. Once you have
completed wireless configuration, you can complete the rest of the configuration wirelessly if
you wish, assuming that you have installed and configured a wireless PC card on your computer.
(If you have not done so, you will have to do that to establish communications. Follow the
manufacturer'sinstructions to set up the PC card on each wireless device that will be part of the
WLAN.)

The Wireless Configuration — General page lists the MAC Address of the WAB-1000
device. Thisisnot the MAC Address that will be used for the BSSID for bridging setup,
however. That is found on the Bridging page.

If you will be using an SSID for awireless LAN, enter it here and in the setup of each
wireless client. This nomenclature has to be set on the access point and each wireless devicein
order for them to communicate.

The Wireless Mode menu allows you to specify whether you want your AP to operate solely
in the 802.11b band or in the 802.11g band or in a combination of the two. The 802.11b band
will accommodate legacy systems. The 802.11g improves the wireless power but limits use to
those WLANSs that have only 802.11g clients. The 802.11 b/g mixed alows you to use both
802.11b and 802.119 clients but limits power to that of the 802.11b band.

The Wireless Mode menu allows you to specify whether you want your AP to operate solely
in the 802.11b band or in the 802.11g band or in a combination of the two. The 802.11b band
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Y ou can assign achannel number to the AP (if necessary) and modify the Tx Pwr Mode.

The Channel Number is a means of assigning frequencies to a series of access points, when

many are used in the same WLAN, to minimize interference. There are 11 channel numbers that

may be assigned. If you assign channel number 1 to the first in a series, then channel 6, then

channel 11, and then continue with 1, 6, 11, you will have the optimum frequency spread to

decrease “noise.”

If you are using the WAB-1000 as both an AP and bridge, the channel number set for the
AP board and the channel number set for the bridge should be sufficiently different to avoid

interference. Generaly, it has been found that selecting Channel 4 for Bridging and Channel 11

for AP gives agood spread.
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If you click on the button Select the optimal channel, a popup screen will display the

choices. This action does not select the channel for you but shows you what will most probably

be the channel selected if you leave the following dropdown menu at Yes.

Tx Pwr Mode and Fixed Pwr Level: The Tx Power Mode defaults to Auto, giving the
largest range of radio transmission available under normal conditions. As an option, the AP's
broadcast range can be limited by setting the Tx Power Mode to Fixed and choosing from 1-8
for Fixed Pwr Level (1 being the shortest distance.) Finally, if you want to prevent any radio

frequency transmission, set Tx Pwr Mode to Off.

There are anumber of advanced options included on this page as described in the following

chart:

Advanced Options

Beacon 0-4095 The frequency in milliseconds in which the 802.11 beacon is transmitted
interval by the AP.

RTS 0-3000 The number of bytes used for the RTS/CTS handshake boundary. When
Threshold apacket sizeis greater than the RTS threshold, the RTS/ICTS

handshaking is performed.

Fragmentation

256-2346 even only

Fragmentation boundary in bytes.

DTIM

1-65535

The number of beacon intervals between successive Delivery Traffic
Identification Maps (DTIMs). Thisfeatureis used for Power Save Mode.

Basic Rates Basic Ratesfor 802.11b
-1 and 2 Mbps The basic rates used and reported by the AP. The highest rate specified is
-1, 2,55, and 11 Mbps the rate that the AP uses when transmitting broadcast/multicast and
T management frames.
Basic Rates for 802.11g or 802.11b/g mixed
-1 and 2 Mbps The basic rates used and reported by the AP. The highest rate specified is
12556 11 12 the rate that the AP uses when transmitting broadcast/multicast and
and 24 M’bp’)s T management frames.
Supported Supported Ratesfor 802.11b
Rate All Rates The rate at which all data frames will be transmitted.
1 Mbps
2 Mbps
5.5 Mbps
11 Mbps

Supported Ratesfor 802.11b/g mixed
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All Rates Therate at which all data frames will be transmitted.
1 Mbps

2 Mbps
5.5 Mbps
6 Mbps
11 Mbps
12 Mbps
18 Mbps
24 Mbps
36 Mbps
48 Mbps
54 Mbps

Preamble Short/Long Specifies whether frames are transmitted with the Short or Long
Preamble Preamble

Broadcast Enablegd/disabled When disabled, the AP hides the SSID in outgoing beacon frames and
SSID stations cannot obtain the SSID through passive scanning.

Also, when it is disabled, the AP doesn’t send probe responses to probe
reguests with unspecified SSIDs.

Encryption

The WAB-1000 will display a default factory setting of no encryption, but for security
reasons will not communicate to any clients unless the encryption is set by the administrator.
Y ou must select the wireless encryption that you want to use, and click Apply. If you want to
leave the encryption set to No Encryption, click Apply without selecting any.

Security Method: |None
‘None

Static WEP |
WPA

A popup dialog box will ask “Are you sure you want to proceed to BY PASS mode?’ Click

OK to enter BY PASS maode with no encryption setting.

WEP Encryption

If you choose to use WEP encryption, you can also select whether it will be Open or Shared
Key authentication. For greater security, set authentication type to “shared key.” WEP Data
encryption can be set to 64-bit, 128-bit or 152-hit encryption.

WEP (Wired Equivalent Privacy) encryption is a security protocol for wireless local area
networks (WLANS) defined in the 802.11b standard. WEP was originally designed to provide
the same level of security for wireless LANs as that of awired LAN but has come under attack
for its defaults and is not now state-of-the-art. WEP relies on the use of identical static keys

21




deployed on client stations and access points. But the use of WEP encryption provides some

measure of security.
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In WEP, you can set the Authentication Type for Open System, Shared Key, or

Open/Shared. Select 64-bit, 128-hit or 152-bit encryption and enter the WEP key or keys as

appropriate.

Note that, if WEP is enabled, that same WEP key must also be set on each wireless device

that is to become part of the wireless network, and, if "shared key" is accepted, then each

wireless device must also be coded for "shared key".

WPA Encryption

WPA is an interim solution to the frailties of WEP devised by the WiFi Alliance pending

full adoption of the new 802.11i standard. WPA allows you to utilize a pre-shared key or a
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Radius Server, and either AES-CCMP encryption standard, or TKIP, whichever is most
suitable for your system.

If you are a SOHO user, selecting pre-shared key means that you don’t have the expense of
installing a Radius Server. Simply input up to 63 character/numeric/hexadecimalsin the
Passphrase field. If your clients use WPA-TKIP, select TKIP as encryption type. If your clients
use WPA-AES, select AES-CCMP. For highest security, select the lowest re-keying interval.

As an alternative, for business applications who have installed Radius Servers, select WPA
802.1x and input the Radius server settings. Use of Radius Server for key management and
authentication requires that you have installed a separate certification system and each client
must have been issued an authentication certificate.
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Click Apply to save all settings.
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MAC Address Filtering
The factory default for MAC Addressfiltering is disabled. If you enable MAC Address
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filtering, you should also set the toggle for Filter Type.
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Thisworks as follows;

« If Filtering is enabled and Filter Typeis Allow Access, only those devices equipped with
the authorized MAC addresses will be able to communicate with the access point. In this
case, input the MAC addresses of al the PC cards that will be authorized to access this
access point. The MAC address is engraved or written on the PC (PCMCIA) card.

« If Filtering is enabled and Filter Typeis Disallow Access, those devices withaMAC
address which has been entered in the MAC Address listing will NOT be able to
communicate with the access point. In this case, navigate to the report: Wireless Clients
and copy the MAC address of any Wireless Client that you want to exclude from
communication with the access point and input those MAC addresses to the MAC

address list.
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Bridging and Bridging Encryption
Bridging is covered in Chapter Four. If you will be deploying this WAB-1000 as a bridge,

follow the instructions in Chapter Four. The Bridging and Bridging Encryption screens are
shown below for reference.

¥ WAz 1000 Conhguratien - Herowoft ImErmet Explorer M
| me gt gew Fgeoctes ook e | &
|| sk « 3 - o] * | | agrmm [{] htios /192 168, 200 125 cgr-bin/sgateay P13 A8
. =
Dperabicn Made Wigless AP Bndge Nade
Usemame Erypho
Rida Crepho Ofcar
an e Huxst Blama dedault {133 166 202 135)
Wireless Configuration -» Bridgin
D i 0 g 8 O g g
Tersral
AR loe0rd |

LAH
Virslhze Configurabion
Jererai
Sscurty
WAL Aponesy R
e
Bruiging Enoraplion
Bogem &P Delecios
apysped
Baranes SEmngs
D= P Sarver
SMIE i
Umer Nansgsmenn
Lol &0 ket
dacid Hesw Lnar
Moniinring Reparis
Srliben Slule
Brd gireg Simim
ArSEss (Pl
sicoert &5 Lol
[CP Cheni List
Symlamilcg
el 008 L)
Htweark Aot
Symimm A res irabiom

HAC Addrase D002 6F- 20-90-3F CEeraainier]
Winslies Wede B2 11 by Mied -|

Basic Rals 1.2 Mbp= j
Supiparied Rabes -] ¥

Channgl ke 11 {2462 BHz) =

Te Pt Wit Adn =] FanaPwrLevet [£ ]

Spanning Tres Prolocel (5TR) 80210 © Enable & Disatie
Eridpe signal strengih LED gort [0 (Fortlist at the botom of #us pape)

F-I:'I:lrl

| Add Bemate ArsessmiMle |
BESID —

Fale: [
m "

Firwsapre Lipgrads arirar Corargth
Facdory Dafaul H P m Pty
Beroie LEgng
Betenl
irifes
- =l
[ ] rop= 153 188, 2037, 13310 njsptevey PG= 13 [T [l vrmemes =

See Chapter Four for details about bridging.

25




¥ WAz 1000 Conhguratien - Herowoft ImErmet Explorer M

| me gt gew Fgeoctes ook e | &
|| sk « 3 - o] * | | aghvmm (] htios /192 168, 200 125 cg-bin/sgatedy PG 14 A8
. =
Dperabicn Made Wigless AP Bndge Nade
Isemame Crypa
Rk Crypha Oficar
2N e Huxst Blama default {132 166 202 135)
‘Wirelass Configuration -» Bridging Encryption
Sy D i o g 85 o) rg y
::':"' 1% {3 - paa Dl Envryphan
LaN " Stafic 30ES Key ) Opssn Syslsen Auth antication
Virslane Configuration Enler 122-01 ey an 47 beracscimal oigels (-5 a-f o 2-F))
Jereral EEy |
Escuriy
WA Lpgness FRenng bgar |
Srudging
Evidgirg Encrwplion
Bogem S0 Delechos 1 Siabe AES Wiy | Open Spelem AUanicalion
apvanred 7 12E-bil Emcrypiian (Endar 10550 ups s 37 faradecmal dighs [0-9, & or A-F1
Barvnes Bamings .
-CP Server e |
ST degent tgain
Umer Mansgs menn l
Ll S0 s 19 3-pil Eeacrypiian (Erar 150-60 FEps & 48 eradscmal aigis (0 8 o d-FY)
fagid Heaw Lnear By |
MoniinringReparis
Erlben Slila s fegaim |
Frcigrg Sin
—mmoipe " 296-bit Encrypban (Ender 256- 04 ke s 4 herpdecima digts (09 8- or -5 |
sopmceri &5 L Ly [
DHCP Chenl List
Symiamileg Begain [
et So0ees Log
Hatwatk Aokl
Syatmm Adrminoiration Bty =
] pore [ [E3 [y rermes F:

See Chapter Four for details about bridging.

Rogue AP Detection

The Rogue AP Detection page allows the network administrator to set up rogue AP
detection. If you enable rogue AP detection, also enter the MAC address of each AP in the
network that you want the AP being configured to accept as atrusted AP. (You may add up to 20
APs.)) Enter an email address for notification of any rogue or non-trusted APs. (The MAC
address for the WAB-1000 is located on the Wireless Configuration—General page.)

The Rogue AP list, under Monitoring Reports on the navigation menu, will detail any rogue
or non-trusted APs.
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Advanced

The Advanced page allows you to enable or disable load balancing.

Load balancing is enabled by default. Load balancing distributes traffic efficiently among
network servers so that no individual server is overburdened. For example, the load balancing
feature balances the wireless clients between APs. If two APswith similar settingsarein a
conference room, depending on the location of the APs, al wireless clients could potentialy
associate with the same AP, leaving the other AP unused. Load balancing attemptsto evenly

distribute the wireless clients on both APs.

If you have made any changes, click Apply to save.
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Services Settings

DHCP Server

This page allows configuration of the DHCP server function accessible from the Local LAN
port for internal management of the WAB-1000. The default factory setting for the DHCP server
function is enabled. Y ou can disable the DHCP server function, if you wish. Y ou can aso set the
range of addresses to be assigned.
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The DHCP server function, accessible only from the LAN port, isused for initial
configuration of the management functions.
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The Windows Internet Naming Service, (WINS) server, is used for name resolution. It is
similar in function to DNS. It allows you to search for resources by computer name instead of IP
address.

This software release has added the field: L ease period for the DHCP server function. The
lease times you can select are: 1 hour, 2 hours, 1 day, 2 days, or 1 week.

SNMP Agent

The SNMP agent setup page allows you to set up an SNMP agent. The agent is a software
module that collects and stores management information for use in a network management
system. The WAB-1000's integrated SNM P agent software module translates the device's
management information into acommon form for interpretation by the SNMP manager, which
usually resides on a network administrator’s computer.

The SNMP manager function interacts with the SNMP agent to execute applications to
control and manage object variables (interface features and devices) in the gateway. Common
forms of managed information include number of packets received on an interface, port status,
dropped packets, and so forth. SNMP is a simple request and response protocol, allowing the
manager to interact with the agent to either

e Get - Allowsthe manager to read information about an object variable

e Set - Allowsthe manager to write values for object variables within an agent’ s control,
or

e Trap - Allowsthe manager to capture information and send an alert about some pre-
selected event to a specific destination

The SNMP configuration consists of several fields, which are explained below:

e Community —The Community field for Get (Read Only), Set (Read & Write), and Trap
issimply the SNMP terminology for “password” for those functions.

e Source—-The | P address or name where the information is obtained.

e Access Control —Defines the level of management interaction permitted.
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User Management

List All Users

The List All Users page simply lists all administrator accounts configured for the unit.
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Add New User

The Add New User screen alows you to add new Crypto Officers or Administrators,
assigning and confirming the password for each. The roles of the “ Crypto Officer” and
“Administrator” are different, with the administrator role being more limited.

NOTE: There is no default Administrator account. You must login as the role of “Crypto
Officer” and assign other Administrator account after login.
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Monitoring/Reports

This section gives you avariety of lists and status reports. Most of these are self-

explanatory.
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System Status
This screen displays the status of the WAB-1000 device and network interface details and
the routing table.
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There are also some pop-up informational menus on this screen that give detailed
information about CPU, PCI, Interrupts, Processes, and I nterfaces.

Bridging Status
This screen displays the Ethernet port STP status, wireless port STP status, and wireless
bridging information.
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Wireless Clients
The Wireless Clients report screen displays the MAC address of all wireless clients and

their signal strength and transmit rate.
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DHCP Client List
The DHCP client list displays all clients currently connected to the WAB-1000 viaDHCP
server, including their hostnames, | P addresses, and MAC addresses.

Use the Remove button to clear any DHCP client entries you wish to remove.
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The system log displays system-facility-messages with date and time stamp. These are
messages documenting functions performed internal to the system, based on the system’s
functionality. Generally, the Administrator would only use this information if trained as or
working with afield engineer or as information provided to technical support.
The system log will continue to accumulate listings. If you wish to clear listings manually,
use the Clear button.
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Web Access Log
The Web Access Log displays system facility messages with date and time stamp for any

actions involving web access. For example, thislog records when you set encryption mode,
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change operating mode, etc., using the web browser. It establishes a running record regarding
what actions were performed and by whom.

The Web access log will continue to accumulate listings. If you wish to clear listings
manually, use the Clear button.
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Network Activity
The Network Activity Log keeps a detailed log of al activities on the network which can be
useful to the network administration staff.

The Network Activities log will continue to accumulate listings. If you wish to clear listings

manually, use the Clear button.
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System Administration

The System administration screens contain administrative functions. The screens and
functions are detailed in the following section.

Firmware Upgrade

The System Upgrade utility is afunctionality built into the WAB-1000 for updates to the
device's firmware as they become available. When a new upgrade file becomes available, find it
and upload it to the WAB-1000 from this page.

N
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The "Restore" button is afallback troubleshooting function that should only be used to reset
to original settings.
3'.'1!.‘- 10040 £ onfigurakion - Hierowoit InEemet Explorer _.lnlﬂ

| pe | gat gew rFgostes [sck  pen
| ek = 3 - ] * | | g | ] hiims /132, 163, 202 125opr-ten sgateany PG e TL =] Qe
L 3
Operaticn Wade  Wiepla=e A7 Erdge Niode
Lsermam kG
Floila: Crypha Oficar
aons Hostama default (192 166 202 125
-
R . System Administration - Factory Default
Gararal Cligk Toaaiens’ Dufion o resel [Rcaany Swlain
Han
&sH
Virmlame Conligurabion M
Deresal

Contara cormearnh Foe worheeg it the sebecied tiea,

[z L

37



Remote Logging

Remote logging allows you to forward the syslog data from each machine to a central
remote logging server. In the WAB-1000, this function uses the syslogd daemon. Y ou can find
more information about syslogd by searching for "syslogd" in an Internet search engine (such as
Google®) to find a version compatible with your operating system. If you enable Remote
Logging, input a System Log Server |P Address and System Log Server Port. Click Apply to
accept these values.
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Reboot
The Reboot utility allows you to reboot the WAB-1000 without changing any preset
functionality.
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Utilities

This screen gives you ready access to two useful utilities: Ping and Traceroute. Simply enter
the | P address or hostname you wish to ping or traceroute and click either the Ping or Traceroute

button, as appropriate.
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Chapter 4: Configure the WAB-1000 as a bridge

Introduction

In the WAB-1000, wireless bridging uses a second WLAN card to set up an independent
wireless bridge connection. Since wireless bridging provides a mechanism for APs to collaborate,
it is possible to extend the basic service set (BSS) of a standalone AP and to connect two
separate LANs without installing any cabling.

The wireless bridging function in the WAB-1000 allows you to set a number of alternate
bridging configurations. We discuss some of the most popular settings in this chapter:

e Point-to-point bridging of 2 Ethernet Links
e Point-to-multipoint bridging of several Ethernet links
e Repeater mode

General bridge setup

Bridging is afunction that is set up in addition to or instead of basic access point setup. If
you will be using the WAB-1000 solely as a bridge, some of the settings discussed in Chapter 3
for access point use will not be necessary.

If setting up as abridge during initial setup, you can either use the LAN Port directly wired
by Ethernet cable to a laptop to set the appropriate settings, or, once you have configured
wireless settings, use a laptop with a correctly configured PC Card to complete the setup using
the WAB-1000's management screens. The management screens that you may need to modify,
regardless of what type of bridging mode you choose, will be in the Wireless Configuration
section of the navigation bar. These include:

Wireless Configuration — General

Wireless Configuration — Encryption

Wireless Configuration — MAC Address Filtering
Wireless Configuration — Bridging

Wireless Configuration — Bridging Encryption.
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In the Wireless Configuration—General screen, if you are setting up the WAB-1000 only as
abridge, the SSID can remain in its default setting, since the bridge uses the BSSID for purposes
of establishing contact. The BSSID is shown on the Wireless Configuration—Bridging page (see
page 44). It isthe MAC Address for the bridge WLAN card. Channel number is a means of
assigning freguencies to access points used in proximity or series to minimize interference or
"noise." There are 11 channel numbers that can be assigned. TX Pwr mode can be l€eft inits
default of auto.

The Wireless Configuration—Bridging screen contains wireless bridging information
including the channel number, Tx power, spanning tree protocol (802.1d) enable/disable, and
remote OAP BSSID. This pageis important in setting up your bridge configuration. Spanning
Tree Protocol should be enabled if there is any possibility that a bridging loop could occur. If
you are certain that there is no possibility that a bridging loop will occur, you should disable
Spanning Tree Protocol, because the bridge will be more efficient (faster) without it. However, if
not sure, the safest solution is to enable Spanning Tree Protocol.
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The Wireless Configuration—Bridging Encryption page is used to configure static

encryption keys for the wireless bridge. Thisis an important page to set up to ensure that your
bridge is working correctly. The encryption key that you use on this screen must be the same for
any bridge connected to your bridging network in order for communication to occur. And on this
screen, you can only select either a static 192 bit 3DES key or an AES key of either 128-bit, 192-
bit, or 256-bit length.
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The following sections describe the setup for three types of bridging configuration: point-to-

point, point-to-multipoint, or, lastly, repeater.

Set up bridging type

Point-to-point bridge configuration

A point-to-point link is adirect connection between two, and only two, locations or nodes.

B02.11b/g

Because the WAB-1000' s bridge function uses a separate WLAN card for bridging, you can also
set up WLANS on the separate AP WLAN card.
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For the two bridges that are to be linked to communicate properly, they have to be set up
with compatible commands in the setup screens.

For instance, the bridges must have the same channel number. Because there is a separate
WLAN card for bridging, there can be a separate WLAN on the 802.11b/g card with no loss
efficiency, as long as you set the channel numbers so there's no conflict or noise with the channel
assigned to the bridge. Spanning Tree Protocol may be set to enable, if there is any possibility of
abridging loop, or to disable (which is more efficient) if there's no possibility of a bridging loop.
Each bridge must contain the other's BSSID. (The BSSID of each is equivalent to the MAC
address contained on the Wireless Configuration—Bridging setup page. Enter only hexadecimal
numbers, no colons. Data entry is not case sensitive.) Finally, the wireless bridging encryption
must be set to the appropriate type and key length and must be identical on each bridge.

The following chart shows sample settings.

Point-to-point bridging setup guide

Direction | Bridge 1 | Bridge 2

Wireless Configuration —General

SSID default (or set for 802.11b/g | default (or set for 802.11b/g
WLAN) WLAN)

Channel 11 11

Wireless Configuration — Encryption Set for 802.11b/g WLAN Set for 802.11b/g WLAN

Wireless Configuration — Bridging

Channel 4 4

Tx Power Auto Auto

Wireless Client Access Enable Enable

Spanning Tree Protocol

Enable (or Disableif no
bridging loop possible)

Enable (or Disableif no
bridging loop possible)

BSSID Add Bridge 2 BSSID Add Bridge 1 BSSID

Wireless Configuration — Bridging Encryption Select appropriate key Select appropriate key
type/length and value. Must | type/length and value. Must
be the same key as Bridge 2. | be the same key as Bridge 1.

The following sequence walks you through the setup of bridge 1. Bridge 2 would duplicate
this procedure, with the BSSID of bridge 2 being the MAC address of bridge 1 and vice versa.

First, navigate to the Wireless Configuration—General screen and set the channel number

of the AP WLAN card so that it doesn't conflict with the channel number you will be using for
the bridge. Leave the TX Pwr mode in AUTO position at thistime. If thereisawirelessLAN on
the 802.11b/g card, other information would be set as discussed in Chapter 3.
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Navigate to the Wireless Configuration—Bridging screen.

In the first section: General, you will see the MAC address of the bridging card. Thisis used
asthe BSSID on other WAB-1000s that will be communicating with this one.

Wireless mode can be set to 802.11g for best rate, to 802.11b (if necessary) or to mixed
802.11b/g. Set basic and supported rates. Channel number must be set the same for each bridge
to communicate. TX Pwr mode can be |eft on auto unless the power needs to be regulated. Set
Spanning Tree Protocol to enable unless you are sure that there is no chance of aloop.

Bridge signal strength LED port allows you to set the number of one of the remote APs
which will belisted in section 3 at the bottom of the screen once the system is operational as the
guiding port that you wish to have display in the WLANSS LED on the front of the WAB-1000
asasignal. If you don’t wish to display any detecting signal, simply leave this set at 0.

Click Apply to accept your changes but remain on that screen.

In the second section on the Wireless Configuration—Bridging screen, add the BSSID of
the remote bridge. The BSSID correspondsto that bridge's MAC address. In entering the BSSID,

45




enter only hexadecimal numbers, no colons. Data entry is not case sensitive. Y ou may also enter
anote that defines the location of the remote bridge. Then click Add to accept. The remote
bridge's BSSID will now appear in the third section of the page. If, at some time you wish to
delete the entry, simply click the check box next to it and confirm by clicking Delete.
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Next, navigate to Wireless Configuration—Bridging Encryption. Select the appropriate key
type and length and the key value. The encryption key value and type for Bridge 1 must be the
same as for Bridge 2. For wireless bridging, only AES and 3DES are available for encryption.
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Y ou must complete the configuration of your Bridge 1 by following the general instructions
in Chapter 3 of this guide to establish any other required configuration options such as General,
WAN and LAN settings.

Configure the second of your two point-to-point bridges following the instructions given for
Bridge 1 above.

Point-to-multipoint bridge configuration

A point-to-multipoint configuration allows you to set up three or more WAB-1000 access
points in bridging mode and accomplish bridging between 3 or more locations wirelessly. For the
three bridges that are to be linked to communicate properly, they have to be set up with
compatible commands in their setup screens.

For instance, all bridges must have the same channel number. Spanning Tree Protocol will
usually be set to enable. If configured as in the diagram following, Bridge 1 must contain all of
the others BSSIDs, while Bridge 2 ~ n must only contain Bridge 1's BSSID. (The BSSID of each
is equivalent to the MAC address found on the Wireless Configuration—Bridging page. Enter
only hexadecimal numbers, no colons. Data entry is not case sensitive.) Finally, the wireless
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bridging encryption of each must be set to the appropriate type and key length and must be the

sameon all.

Because the WAB-1000 has two separate WLAN cards, one for the AP card and one for the

bridging card, each bridge can have aWLAN on the 802.11b/g protocol with no loss of

efficiency in bridging if you wish.

The following diagram pictures a point-to-multipoint setup, which might be of use where a

company's network spans several buildings within a campus-like setting.
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Follow the steps of the procedure outlined in the point-to-point bridge section. The chart

below describes the basic attributes.

Point-to-multipoint bridging setup guide

Direction | Bridge 1 | Bridge2~n

Wireless Configuration — General
SSID default (or set for 802.11b/g | default (or set for

WLAN) 802.11b/g WLAN)

Channel 11 11

Wireless Configuration — Encryption Set for 802.11b/g WLAN Set for 802.11b/g WLAN

Wireless Configuration — Bridging

Channel 4 4

Wireless Client Access Enable Enable

Spanning Tree Protocol

Enable (or Disableif no
bridging loop possible)

Enable (or Disableif no
bridging loop possible)

BSSID

Add Bridge 2 ~n BSSIDs

Add Bridge 1 BSSID
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Wireless Configuration — Bridging Encryption

Select appropriate key
type/length and value. Must
be the same key as Bridge
2~-n.

Select appropriate key
type/length and value.
Must be the same key as
Bridge 1.

The above recommended setup requires only Bridge 1 to be set in point-to-multipoint mode.

It ispossible to set al bridges in point-to-multipoint mode, in which case, each bridge would

have to contain the BSSID for each of the other bridges and Spanning Tree Protocol must be

enabled.

As stated previously, complete any other setup screens following general instructionsin

Chapter 3.

Repeater bridge configuration
A repeater setup can be used to extend the wireless signal from one bridge connected to an
Ethernet LAN wirelessly so that another bridge can control awireless LAN at a distance.
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Repeater bridging setup guide

Direction

| Bridge 1

Bridge 2

Bridge 3

Wireless Configuration — General

SSID default (or set for 802.11b/g | default (or set for default (or set for
WLAN) 802.11b/g WLAN) 802.11b/g WLAN)
Channel 11 11 11
Wireless Configuration — | Select appropriate key type Select appropriate key Select appropriate key

Encryption

and length and enter key
value

type and length and enter
key value

type and length and
enter key value

Wireless Configuration — Bridging
Channel 4 4 4
Tx Power Mode Auto Auto Auto
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BSSID Add Bridge 2sBSSID Add Bridge 1'sand Bridge | Add Bridge 2sBSSID
3sBSSID
Wireless Configuration — | Select appropriate key Select appropriate key Select appropriate key
Bridging Encryption type/length and enter key type/length and enter key type/length and enter
value. Must be the same as value. Must bethe same as | key value. Must be the
that on the other 2 Bridges. that on the other 2 same as that on the
Bridges. other 2 Bridges.

With this configuration, each bridge can control awireless LAN. All wireless clients must

have the same SSID as the bridges on the AP card (as set in the Wireless Configuration—

General screen. All clients can roam between the three bridges.

All other setup screens should be completed following the guidelinesin Chapter 3.
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Chapter 5: Technical Support

Manufacturer’'s Statement

The WAB-1000 is provided with warranty. It is not desired or expected that the user open
the device. If malfunction is experienced and all external causes are eliminated, the user should
return the unit to the manufacturer and replace it with afunctioning unit.

If you are experiencing trouble with this unit, the point of contact is:

Y our manufacturer or sales representative

Radio Frequency Interference Requirements

This device has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the Federal Communications Commission’s Rules and Regulations. These
limits are designed to provide reasonable protection against harmful interference when the
equipment is operated in acommercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. Operation of this equipment
in aresidential areaislikely to cause harmful interference in which case the user will be required
to correct the interference at his own expense.

Installation should be accomplished using the authorized cables and/or connectors provided
with the device or available from the manufacturer/distributor for use with this device. Changes
or modifications not expressly approved by the manufacturer or party responsible for this FCC
compliance could void the user’ s authority to operate the equipment.

Channel Separation and WLAN Cards

There aretwo WLAN cardsin this access point. One is used for the Access Point function;
the other is used for the Bridge. Channel Separation is required to reduce interference between
the AP and Bridge WLAN cards. We have found that assigning 11 to the AP WLAN card
channel and 4 to the Bridge WLAN card has given the optimum channel separation in test
installations.
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Glossary

3DES
Also referred to as Triple DES, a mode of the DES encryption algorithm that encrypts data three times.
802.11

802.11 refersto afamily of specifications developed by the IEEE for wireless LAN technology. 802.11 specifies an
over-the-air interface between awireless client and a base station or between two wireless clients. The | EEE accepted

the specification in 1997.
802.11b (alsoreferred to as802.11 High Rate or WiFi)

802.11b is an extension to 802.11 that applies to wireless LANs and provides 11 Mbps transmission (with a fallback to
5.5, 2 and 1 Mbps) in the 2.4 GHz band. 802.11b/g uses only DSSS. 802.11b/g was a 1999 ratification to the original

802.11 standard, allowing wireless functionality comparable to Ethernet.
802.11g

802.11g appliesto wireless LANs and provides 20-54 Mbpsin the 2.4 GHz band. Because 802.119 is backwards-
compatible with 802.11b, it is a popular component in WLAN construction. 802.11g uses OFDM (orthogonal

frequency division multiplexing) technology.
Access Point

An access point is a gateway set up to allow agroup of LAN users access to another group or amain group. The access

point doesn’t use the DHCP server function and therefore accepts | P address assignment from the controlling network.
AES

Short for Advanced Encryption Standard, a symmetric 128-bit block data encryption technique developed by Belgian
cryptographers Joan Daemen and Vincent Rijmen. The U.S government adopted the algorithm asits encryption
technique in October 2000, replacing the DES encryption it used. AES works at multiple network layers simultaneously.
There are two current “flavors’ of AES, AES-CCMP, which has been ratified by the WiFi Alliance for usein WPA and,
eventually, under the 802.11i standard, and AES-ECB, which has been ratified by NIST for use in the FIPS-140-2

standard.
Bridge

A device that connects two local-area networks (LANS), or two segments of the same LAN that use the same protocol,

such as Ethernet or Token-Ring.
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DHCP

Dynamic Host Configuration Protocol, DHCP, is a protocol for assigning dynamic |P addresses to deviceson a
network. With dynamic addressing, a device can have a different | P address every time it connects to the network. In
some systems, the device's | P address can even change whileit is still connected. DHCP also supports a mix of static
and dynamic | P addresses. Dynamic addressing simplifies network administration because the software keeps track of
IP addresses rather than requiring an administrator to manage the task. This means a new computer can be added to a
network without the hassle of manually assigning a unique I P address. Many | SPs use dynamic | P addressing for dial-

up users.
NM S (Network Management Station)

Includes such management software as HP Openview and IBM Netview.

PC Card

A computer device packaged in asmall card about the size of a credit card and conforming to the PCM CIA standard.
PDA (Personal Digital Assistant)

A handheld device.

SNMP

Simple Network Management Protocol

SSID

A Network 1D unique to a network. Only clients and access points that share the same SSID are able to communicate
with each other. This string is case-sensitive. Wireless LANSs offer several security options, but increasing the security
also means increasing the time spent managing the system. Encryption is the key. The biggest threat is from intruders
coming into the LAN. Y ou set a seven-digit al phanumeric security code, called an SSID, in each wireless device and

they thereafter operate as a group.
TKIP

Temporal Key Integrity Protocol. TKIPisa protocol used in WPA. It scrambles the keys using a hashing algorithm and,

by adding an integrity-checking feature, ensures that the keys haven't been tampered with.
VPN (Virtual Private Network)

A VPN uses encryption and other security mechanisms to ensure that only authorized users can access the network and

that the data cannot be intercepted.
WLAN (Wireless L ocal Area Network)

A type of local-area network that uses high-frequency radio waves rather than wires to communicate between nodes.
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WPA

WPA stands for WiFi Protected Access. It's an interim standard developed by the WiFi Alliance pending full

ratification of the 802.11i standard, to protect the wired band and improve upon the old WEP encryption standard.
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